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Beware of videoconferencing data dangers
Make sure information like a password on a sticky note 
isn’t visible and virtual meeting rooms are locked or 
encrypted to keep data safer.

Use multifactor authentication
80% of data breaches are caused by stolen or cracked 
passwords. Require a stronger credential than just a 
password to access systems and data.

Don’t get hooked by phishing
Phishing is up 667% as cybercriminals spoof 
official-looking documents and sites. Upgrade every 
staffer’s phishing resistance training.

Update every device
Failing to patch or update VPNs, devices, and software 
means that security might not be up to date. Update 
everything, every time.

Implement BYOD security and policies
Workers using personal devices and transferring files 
unsafely to them add surprise vulnerabilities. Create and 
enforce BYOD policies.
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Working from home is convenient for your 
staffers - and for cybercriminals perpetrating 
new attacks. Use these 5 tips to protect your 
systems and data from their traps.  
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